EY NTERASYS

mobile connectivity

Model: MH350
How To Block Traffic To/From A Suspicious Internet IP

Procedure:
1. Log into MH350

2. Define the suspicious Internet IP as a WAN address
a. Policy Object > Address > WAN
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b. Click New Entry and setup a new WAN address; enter a name and IP, see example below

&3 Abo€omi

(BTG
ghateuray]
Policy Objgact = Addrass > Wk 1SEIREiEL i - icH

Hare {Mae 16 charadlers)
s

AN Hetmasi [ 255,755 255 255 means Me specified PC )

W AN Group (2552552550 means class C subnel)

WAN

o WAN Group t [TH| tgm]

L JallFkd

# OMZ Group

1311 John Reed Court, City of Industry, CA 91745, Tel: (626) 336-7188, Fax: (626) 336-7088



EXd KTERASYS

mobile connectivity

Model: MH350
3. Block any outgoing traffic to this IP

a. Policy - Outgoing
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b. Click New Entry and modify the following parameters:

Source Address = Inside_Any

Destination Address = newly created WAN address name; for example, SUSPICIOUS
Service = ANY

Action, WAN Port = DENY ALL
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c. Click OK to save
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d. Move this blocking Outgoing Policy to top by choosing 1 under the Move column
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e. MH350 processes the policies from top to down; a higher policy has priority over a lower policy,

thus a higher policy over-rides a lower policy if there is a conflict
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4. Block any incoming traffic from this IP

a. Policy - Incoming

Frolicy > Incoming
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b. Click New Entry and modify the following parameters:
Source Address = newly created WAN address name; for example, SUSPICIOUS
Destination Address = Inside_Any
Service = ANY
Action = DENY ALL
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c. Click OK to save
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5. Done
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Just like Outgoing Policy setup, move this blocking Incoming Policy to top by choosing 1

under the Move column
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MH350 processes the policies from top to down; a higher policy has priority over a lower policy,

thus a higher policy over-rides a lower policy if there is a conflict
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